
 

Supplemental I-Net Implementation Agreement 

Technical Addendum 

As referenced by the Supplemental I-Net Implementation Agreement, this technical 

addendum further defines the technical design characteristics and requirements of the 

Supplemental I-Net. 

1 Headend Co-location Space and Access 

1.1 Pursuant to Section 2 of Exhibit A of the Transfer Agreement, the Certificate 

Holder shall provide the County with headend co-location space and access.  The 

Certificate Holder shall provide  an area within the headend facility that is securely caged 

and is exclusively accessible by the County or its designated representatives, as described 

in the attached exhibit.   

1.2 The secured area designated for County equipment shall be accessible to the 

County’s Institutional Network (“I-Net”) fiber management equipment using fiber optic 

jumper cables via overhead cable ladders. 

1.3 Electrical service provided for the County’s equipment shall be supported by the 

Certificate Holder’s uninterruptible power supply (UPS) and backup generator at no 

recurring cost to the County for the UPS and back-up generator.  Electrical connectivity 

between the County’s equipment and the Certificate Holder’s backup power systems 

shall be provided in the form of three 20 Amp circuits together supporting a total 

continuous current draw of up to 60 Amps of 120 Volt, single-phase electrical power.  

Primary electrical service for the County shall be separately metered for billing purposes. 
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1.4 The demarcation of County responsibility for Supplemental I-Net transmission 

equipment shall be the termination of interconnection cables provided by the Certificate 

holder within the County’s secured area (Figure 1), as described in Section 2.  The 

demarcation of County responsibility for electrical service shall be limited to payment for 

electrical service as incurred from the County’s separate electrical service meter. 

2 Connection to the Subscriber Network 

2.1 The Certificate Holder shall provide connections in a 4:1 configuration to the 

forward path transmitters and return path receivers for each of the nodal areas served by 

the Certificate Holder’s headend facility.  These connections shall be provided in the 

form of labeled coaxial cabling to the County’s designated space within the headend.  

Each cable shall be terminated using F-type connectors.  If the County determines that its 

use of the Supplemental I-Net requires connections in a 1:1 configuration, such a 1:1 

configuration shall be implemented with the County being responsible for all costs. 

2.2 The Certificate Holder shall provide the County written notice a minimum of 

forty-eight (48) hours prior to any scheduled outages of the subscriber network.  

Furthermore, the Certificate Holder shall make best efforts to provide at least five (5) 

business days notice, and in no event less than forty-eight (48) hours notice, prior to the 

implementation of changes to the existing subscriber network architecture, particularly 

with respect to the addition or segmentation of nodal areas.   

3 County’s Spectrum and System Testing 
3.1  The Certificate Holder shall provision 6 MHz of contiguous downstream capacity 

and 2 MHz of contiguous upstream capacity (in the frequency range of 10-42 MHz 

excluding the frequency range of 26.96 to 27.41 MHz) for use by the County for the 
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Supplemental I-Net, as well as 1.5 MHz of contiguous downstream capacity to be used 

for public safety and other PEG video training purposes.  The foregoing capacity shall be 

made available to the County in a timely fashion, sufficient to ensure compliance with all 

of the time periods specified in the Supplemental I-Net Implementation Agreement.  

3.2 The Certificate Holder shall identify one or more candidate spectrum assignments 

for upstream and downstream transmission of County services.  The Certificate Holder 

shall allow testing of the designated spectrum by the County or its designated 

representatives for both the forward and return paths of each node service area within the 

headend of the Certificate Holder’s cable system.  Access to the headend for testing shall 

be granted within one week of completion of the connections to the subscriber network. 

3.3 At a minimum, the return path spectrum assignment shall be capable of 

supporting the signal performance standards defined by the DOCSIS 1.0 standard, to 

include, but not limited to, carrier-to-noise and carrier-to-ingress power. 

4 Service Drop Installations and Physical Plant Maintenance 
4.1 “Physical Plant” shall be defined as the cable plant from the grounding block at a 

user’s facility to the Certificate Holder’s system.   

4.3 Physical plant maintenance shall be performed by the Certificate Holder, such 

that: 1) within  twenty-four (24) hours of receiving notice from the County of a problem 

in the Physical Plant, the Certificate Holder’s technicians shall arrive on-site to begin 

troubleshooting problems related to the Certificate Holder’s responsibilities concerning 

the Supplemental Institutional Network; and 2) To the extent reasonably possible, the 

Certificate Holder’s technicians shall, within four (4) hours after arriving at the affected 
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site, repair the Supplemental Institutional Network in a manner that permits fully 

operational connectivity (end to end).   

5 Supplemental I-Net System-Level Design 
5.1 The County shall deploy a cable modem system to meet its requirements.  Any 

change to the design or equipment described in the Supplemental I-Net Agreement and 

any exhibits, including without limitation this Technical Addendum, or any change in  

equipment configuration that would affect the Certificate Holder’s IP security standards 

or cause Harmful Interference on the HFC network, must be approved by the Certificate 

Holder, provided that such consent shall not be unreasonably withheld.  The current 

design calls for a DOCSIS 1.1 qualified cable modem termination system (CMTS).  

Specifically, the County shall install a Cisco uBR7246VXR, equipped with two modem 

cards, each supporting one downstream port and six upstream ports initially.  The County 

may increase port counts or add additional CMTS chassis as needed to support capacity 

requirements.  The County shall install an RF combining network to interconnect the 

CMTS to the coaxial interconnections provided by the Certificate Holder in accordance 

with Section 2.  Figure 1 illustrates the conceptual RF design for the Supplemental I-Net, 

and shall not restrict RF combining or equipment configurations.   

4 



 

Figure 1: Supplemental I-Net RF Conceptual Design 
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Additional electronics to be installed within the headend shall consist of one RF 

upconverter (Motorola C8U) for each downstream CMTS port, and one Cisco Catalyst 

2950 Ethernet switch, to support connectivity to the County’s I-Net over I-Net fiber 

optics from the headend. 

5.2 The Supplemental I-Net shall be implemented in a manner consistent with the 

representations made in the County’s letter to the Certificate Holder dated September 9, 

2003.   

5.3 Six service tiers shall be established by the County for Supplemental I-Net users, 

having the following properties: 

Tier 1: County Government sites with Access to the Arlington County 

Government Intranet and the Internet; 

Tier 2: Residential sites with access to the Arlington County Government Intranet 

and the Internet; 

Tier 3: Residential sites with access to the Arlington County Government Intranet, 

but not allowed access to the Internet; 

Tier 4: School sites with access the Arlington Public Schools Intranet, but not 

allowed access to the Internet; 

Tier 5: Residential sites with access to the Arlington County Public Schools 

Intranet and the Internet; and 

Tier 6: Residential sites with access to the Arlington Public Schools Intranet, but 

not allowed access to the Internet. 

5.4 In accordance with requirements of the Pilot Project, no more than 400 residential 

sites shall be allowed access to the Internet through the Supplemental I-Net.  To meet this 
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requirement, a combination of source-based routing and firewall policies shall be 

implemented within the interface equipment used to connect the Supplemental I-Net with 

the fiber optic I-Net, as described in Section 6.   

5.5  The County will provide access (through a standard industry-accepted ODBC 

interface) to a database of MAC addresses and corresponding street addresses for 

purposes of viewing and downloading the MAC addresses of the modems to be 

provisioned through the Supplemental I-Net.  The County will also provide remote access 

to configuration files on the CMTS and the provisioning systems, including the cable 

modem configuration files and the firewall configuration files. 

5.6 Figure 2 provides a logical design of the Supplemental I-Net.  This diagram is 

intended for illustrative purposes, and may be modified within the limits of this 

agreement. 
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Figure 2: Supplemental I-Net System-Level Logical Design 

 

 

5.7 Supplemental I-Net cable modems shall be installed with notch filters to block 

access to the downstream cable modem frequency utilized by the Certificate Holder, 

thereby ensuring connectivity to the County’s CMTS, and preventing any unnecessary 

demand on the Certificate Holder’s cable modem provisioning system.    The notch filters 

shall be tuned with a center frequency that has a minimum rejection of –55 dbmV that 

will prevent  Supplemental I-Net cable modems from attempting to authenticate with the 

Certificate Holder’s cable modem system.  The Certificate Holder does not intend to 

change the downstream cable modem channel assignment during the Pilot Project, but if 
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the Certificate Holder determines that a change is necessary, the Certificate Holder shall 

be responsible for the cost of replacing the notch filters during the Pilot Project. 

6 Pilot Project Service Tier Access Control 

6.1 Residential access to the Internet through the Supplemental I-Net shall be limited 

to 400 modems through the use of source-base routing and firewall policies.  The 

Supplemental I-Net provisioning system, the Cisco Network Registrar (CNR), shall be 

configured to provide modems and CPE devices with IP-addresses corresponding to a 

particular service tier based on the MAC address of the cable modem.  All cable modems 

on the Supplemental I-Net shall be pre-provisioned by the County, and only authorized 

modems shall be provisioned by the CNR.   

All Supplemental I-Net traffic shall pass through the Cisco Catalyst 3550, which 

is capable of source-based routing, to connections within the County or School I-Net.  

The Catalyst 3550 shall forward all traffic based on predefined policies according to IP-

address pools corresponding to a particular service tier.  All County traffic shall be routed 

to a dedicated Cisco PIX 525 firewall, and all School traffic shall be routed to a dedicated 

School firewall.  These firewalls shall be configured with policies based upon the source 

IP address pool, such that only users allowed to access the Internet shall be allowed to 

traverse the firewall to an Internet connection.  DHCP scopes for each residential service 

tier with access to the Internet shall be limited to a maximum of 400 possible source 

addresses.   

6.2 The County shall provide the Certificate Holder with reports on the traffic that 

transverses the firewall and blocked attempts.  Arlington County shall generate reports to 

show the number of connections to Arlington County Network resources, Public Schools 
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resources, and Internet resources.  These reports shall be automatically generated on a 

daily basis, and made available via email or web access. 

7 Remote Management of Headend Systems 

7.1 The County intends to install an out-of-band management system to allow for 

remote access of the equipment located in the Comcast headend to minimize the 

requirement for access to the headend facilities, and allow control of the CMTS and other 

related hardware in the event that there is a failure preventing the equipment from being 

managed in-band.  In the event that a device becomes unreachable from in-band SNMP 

management tools, the County shall access the console server via standard dial-up 

modem, and then, if possible, gain console access to the devices.  The County shall be 

able to connect a dial-up telephone circuit for this purpose.  In addition, a power strip 

with remote access will be installed to allow for the power cycling in the event that a 

device needs to be remotely rebooted.  
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