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HIGHLIGHTS
Why We Did This Study As part of the FY 2020 Annual Audit Work Plan, we performed a

performance audit (audit) of contract management in the Department of
Technology Services (DTS). The purpose of the audit was to look at DTS’
system for managing contracts. The audit did not focus on any specific
contracts but looked at a sample of contract data to better understand
the systemic processes.

What We Found

The audit has two findings. In Finding 1, we concluded that DTS is in the
development stages of contract management maturation and additional
skills, structure, and guidance are needed. In Finding 2, we concluded
that the PRISM financial system is not set up to fully support contract
management, so DTS has developed other applications and processes to
assist with contract management. A more robust contract management
system could lead to enhanced efficiency and reduced risk of invoice
processing errors.

What We Recommend

We make nine recommendations: six in Finding 1 and three in Finding 2.
In Finding 1, we recommend DTS:
•
•
•

•

Develop a plan to improve the maturity level of DTS contract
management
Develop a schedule of trainings and identifying appropriate
initial trainings for all contract managers
Develop department-specific contract management policies and
procedures to supplement the existing County Contract
Administration Policy, and
Ensure contract file requirements are met.

In Finding 2, we recommend:
•

•

•
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DTS assist with developing standardized policies and procedures
to improve communication related to management of crossdepartmental contracts
DTS work with the Department of Management and Finance to
bring an automated invoice review and approval process into the
PRISM system or an upgraded financial management system, and
that
DTS work with the County Purchasing Office to establish a
comprehensive listing of active department contracts.
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BACKGROUND
As part of the FY 2020 Annual Audit Work Plan, the County Auditor has, in conjunction with SC&H Attest
Services, P.C., a wholly owned affiliate of SC&H Group, Inc. (SC&H), performed an audit of contract
management in the Department of Technology Services (DTS).
Contract management is the part of the procurement process that focuses on monitoring and managing
vendor performance to achieve maximum value for an organization. This involves ensuring that the
contractor has performed in accordance with the performance standards contained within the statement
of work or the performance statements. Contract management is also commonly referred to as contract
administration, and those terms are used interchangeably in this report. 1 Figure 1 illustrates the key
stages of the procurement process.
Figure 1 – Three Key Stages of the Procurement Process

Strategic Planning
• Determining whether a
contracted purchase
would serve a strategic
need.
• County and department
management lead this
process.

Purchasing
• Ensuring the County's
requests for contractor
responses and the
contract language meet
the strategic needs that
had been identified and
protect County interests.
• Purchasing Office leads
this process.

Contract
Management
• Ensuring contract value
and compliance through
the life of the contract.
• County departments lead
this process.

Contract Management Roles and Responsibilities
Contract management involves a wide variety of work, and specific procedures may vary somewhat
across organizations. In general contract management tasks include, but are not limited to, the following
key jobs:
•
•
•
•
•
•

Establishing an effective working relationship with contractors
Maintaining a contract file with key documents, contractor meetings notes, and contractor
performance data
Ensuring that contractors’ goods or services are obtained timely
Reviewing contractor invoices to ensure they match contract terms and actual contractor
performance
Resolving problems with contractor performance, as needed
Helping determine if a contract should be extended beyond the current term

1 During the technical review phase of the audit, the County Purchasing Office noted that contract administration involves a
somewhat broader set of contract activities, including contract close-out. The County Auditor acknowledges the Purchasing
Office’s expertise in this area but uses the term contract management in the report to: 1) denote the specific vendor
management focus of the audit work, and; 2) maintain a somewhat more plain language usage in this public report. The term
contract administration is retained regarding specific documents where contract administration is part of the title.
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•
•

Close-out of a completed contract
Maintaining up-to-date contract management skills and abilities

Appendix B clarifies contract administration expectations in Arlington County, and Appendix C provides
more information about best practices set forth by the National Association of State Procurement
Officials.
In Arlington County (the County), contract management is primarily the responsibility of a department that
uses a contract, such as DTS. Contract management entails taking a contract that has been agreed upon
and signed by the County Purchasing Agent and the contracting vendor, and then developing an ongoing
relationship with the vendor for the purposes of ensuring value for the County and compliance with
contract terms. In some cases, contracts that are managed by DTS are also used for purchases by other
departments. Observations about cross-departmental contract use are discussed further in Finding 2.
DTS assigns a primary owner, and in some cases a secondary owner, to manage each of its contracts.
Either of these individuals may take on key contract management tasks. In general, contract management
ownership assignments are based on staff members who have the necessary operational knowledge to
understand whether the contract is being implemented effectively. DTS also has one staff member who
focuses on purchasing activities and helping contract managers to interpret contract terms. DTS
management noted that not every County department has such a position.
The County’s Purchasing Office supports DTS contract management efforts by providing training for
contract managers, providing access to key contract documents as needed, and by maintaining and
periodically updating the County’s Contract Administration Policy. The County Purchasing Agent, who
leads the Purchasing Office within the Department of Management and Finance (DMF), helps, along with
the purchasing staff, to support contract managers to resolve technical or contractual difficulties.

Contract Management Governance
The County first promulgated a contract administration policy in 2016 and updated this policy in August
2020. The revised Contract Administration Policy is part of the County’s Purchasing Manual and is
available in Appendix B of this audit report. The updated policy defines the role of contract managers
(which the policy calls Project Officers) and documents the requirements of these contract managers with
respect to: 1) the delivery, acceptance, and rejection of goods and services; 2) purchase orders, invoices,
and payments; 3) unauthorized purchases, and; 4) contract modifications. No formal or informal contract
modifications are allowed without explicit approval by the Purchasing Agent or the Agent’s designee. 2
As discussed in Finding 1 of this audit report, DTS has not developed department-level contract
management guidance, including policies and procedures.

2 Construction contracts are treated somewhat different with respect to the role of the Purchasing Agent. The Purchasing
Manual specifies these differences and the internal controls that are used by the County to help ensure construction contract
change orders are managed appropriately. Evaluating these controls was outside the scope of this audit.
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Contract Management Systems
There is no single County information system that is used for all aspects of contract management. DTS has
developed its own system for managing contracts and ensuring the workflow of key processes such as
invoice review. DTS also uses the County’s financial system, PRISM, for some contract management tasks.
DTS primarily uses a SharePoint-based system for contract management. SharePoint is a work-sharing
platform that allows project tasks to be completed by various team members while maintaining the work
in a single online location. DTS used the technical expertise of its staff members to build a contract listing
page for DTS within the County’s SharePoint system. This page incorporates a process that allows
contracts to be listed, along with their primary and secondary owners, the contract renewal dates, the
status of the contract (e.g., active or inactive), and other basic contract details. Within SharePoint, DTS
staff also developed an invoice routing process to facilitate proper, timely invoice approvals. The
SharePoint-based system also allows for reminders to be sent when a contract nears its expiration date.
PRISM is the system in which purchase orders are developed and approved to support contract
purchases. No invoices can be paid in PRISM without an associated purchase order. After invoices have
been approved using the SharePoint-based process, a DTS staff member enters invoices into PRISM for
payment. PRISM has a process that matches the invoice against funds remaining on the associated
purchase order. Finding 2 discusses contract management and the PRISM system in more detail.

DTS Contracts – Financial Information
For this audit the County Auditor was not able to independently obtain summary reports of funds paid to
contractors by department. However, DMF was able to help identify the purchase orders associated with
each contract number on DTS’ list of contracts. From this list, DMF was able to extract from PRISM the
amount of money encumbered for all purchase orders associated with DTS contracts.
Based on the audit team’s analysis of the DMF-developed information, there was approximately $76.6
million from FY 2018-2020 encumbered in purchase orders from DTS contracts. This total represents a
maximum value of all the purchase orders, but the amount incurred and paid to contractors may be less
than the maximum purchase order amount.

Appreciation
The County Auditor is grateful to the DTS and DMF management and staff who assisted this audit with
their time and expertise.
The County Auditor also acknowledges the integral contributions of Lindsay Puccio and Matt Simons, who
served as the primary SC&H members conducting the audit work.
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FINDING 1 – DTS IS IN THE DEVELOPMENT STAGES OF
CONTRACT MANAGEMENT MATURATION AND ADDITIONAL
SKILLS, STRUCTURE, AND GUIDANCE ARE NEEDED
Finding Summary: The Department of Technology Services (DTS) manages contracts with an expected
maximum value of approximately $76.6 million from FY 2018-2020, and the contract management
function is still in the development stages of a maturation process. 3 This audit found that contract
management is generally performed by individuals who, though skilled in their primary technology roles,
are not equipped sufficiently to manage contracts. Therefore, there is a general need for training to
enhance contract management skills. Further, DTS lacks some basic structures and guidance for the
practice of contract management. There are no formal DTS policies and procedures for contract
management, including definition of roles played by DTS staff. Additionally, DTS should provide greater
clarity to contract managers regarding effective contract file maintenance. These changes would improve
the effectiveness of contract oversight and likely reduce the risk of fraud, waste, and abuse. The audit
found no indications of fraud in the testing that we report on in this finding.

Effective Contract Management in an Organization is a Maturation
Process
In any organization, contract management develops through a process of maturation. By identifying
leading practices, and where they lie in a maturation model, management has a road map for further
development. Figure 2 shows a summary of the model of contract management maturation used in this
audit. Appendix A provides more specifics about each of the four levels below in the maturity model. 4
Figure 2 – Contract Management Maturity Model in a Department

Processes are
documented
and systems are
integrated to
include all
contract
management
functions.

Managed

There is a
standard system
of contract
management
with defined
processes, clear
approval paths,
and document
storage.

Proactive

Contract
management is
established.
Processes and
roles are
beginning to be
defined.

Reactive

Aware

Contract
management is
not a
standardized
process. Minimal
monitoring of
contracts.

The audit shows that DTS generally is in the Reactive stage of contract management maturation. Because
some aspects of contract management are more mature, DTS is moving toward the Proactive stage of
maturity. Contract management is an established activity in DTS, and contract managers are aware of
the contracts for which they are responsible. Further, DTS has developed a SharePoint-based platform
3 The Department of Management and Finance provided data detailing the total funds encumbered under DTS contracts for
the period of FY2018-FY2020. During that time period, approximately $76.6 million dollars was encumbered.
4 As shown in Appendix A, there is a fifth maturity level, Optimized, that describes a contract management function that works
effectively across the entire organization. For purposes of this audit finding, only Levels 1 through 4 are discussed as they are
most relevant to the DTS.
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for storing contracts and has clear levels of responsibility for invoice approval. However, as discussed in
the following sections, additional contract management training is needed, and contract management
processes are not fully standardized or well-documented. Finding 2 also highlights some improvements in
the PRISM financial system that would help to support the continued maturation of DTS’ contract
management function. DTS should review the current contract management maturity model and identify
areas of improvement in both the short and long term. These should be incorporated into the
department’s strategic objectives to strengthen and enhance procedures for meeting the needs of other
County departments and the public.
Recommendation 1.1: DTS should review the current contract management maturity model and identify
areas of improvement in both the short and long term. These should be incorporated into the
department’s strategic objectives to strengthen and enhance procedures in order to continue meeting
the needs of other County departments and the public.

Additional Contract Management Training Would Enhance Skills
The County currently has contract management training (called Project Officer training) that incorporates
basic contract management procedures and ethics training, provided through the County’s Purchasing
Office. The training is not intended to cover all aspects of contract management in depth. Instead, the
training focuses broadly on contract management concepts. Attending the training is a requirement to be
approved as a contract manager. After attending the training contract managers are granted the right to
approve and process invoices from the various vendors within PRISM. In addition, the DMF Internal Audit
function has provided a training module regarding invoice review best practices, and the DMF Director
reported in May 2021 that all County departments had received the training.
DTS contract managers manage technology contracts solicited by the department, though not all
technology contracts fall under the DTS’ purview for contract management. 5 Contracts managed by DTS
include the purchase of new technology products, the implementation and maintenance of technological
infrastructure and effective telecommunications. Technology contracts tend to be more technical in nature
and to be effectively managed require individuals with specialized knowledge. The training provided by
the Purchasing Office does not vary based on the technical nature of various types of contracts. Further,
DTS has not implemented additional training for contract management that specifically outlines
appropriate procedures as they relate to the types of contracts managed by the department. During the
audit, we observed that contract management is generally regarded as a secondary function, not having
the same priority as other operational and technical work. Trainings facilitated by the department tend
to be geared toward the primary functions of individuals. While the audit was occurring, DTS
management acknowledged the lack of supplemental contract management training and began looking
into other training opportunities.
The lack of in-depth training around contract management may result in inconsistent, ineffective, or
inefficient contract management. The County relies on contract managers to help ensure that the County
receives agreed-upon goods and services, and contract management training would provide DTS staff
with the skills to help ensure contracts are fulfilled. Further, lack of regular training may result in required
5

DTS works to provide advice on technology contracts that are procured and managed by other departments.
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procedures not being performed or being performed incorrectly. This could lead to heightened risk of
misappropriation of County funds/assets, although the audit did not identify any instances of such actions.
For example, regular training in areas such as invoice review and monitoring and in contract management
ethics help to highlight and mitigate the risk of fraud, waste, and abuse throughout the County and within
each department. DTS should develop a schedule for refresher trainings related to contract management
skills and ethics to be regularly administered to all contract management. DTS should also consider
working in conjunction with the Purchasing Office to determine if this training can be administered to all
County staff. Finally, DTS should maintain evidence of employees’ completion of the initial contract
management training, as well as any refresher trainings in training logs. These logs should detail
employees’ names, the course completed, and the date completed. The purpose of maintaining these logs
is to effectively oversee the performance of DTS contract management staff. Other County functions, such
as the Human Resources Department, may be able to assist in maintaining this training log information
and making it available upon request to DTS.
Recommendation 1.2: DTS should develop a schedule for refresher trainings related to contract
management skills and ethics to be regularly administered to all contract management staff. DTS should
also consider working in conjunction with the Purchasing Office to determine if this training can be
administered to all County staff. DTS should maintain evidence of employees’ completion of the initial
contract management training, as well as any refresher trainings in training logs. These logs should
detail the employees’ names, the course completed, and the date completed. Other County functions,
such as the Human Resources Department, may be able to assist in maintaining this training log
information and making it available upon request to DTS.
Contract management training should cover key aspects of the contract management process in-depth.
Key areas of a comprehensive contract management training program should include, but are not limited
to:
•
•
•
•
•
•

Vendor relationships
Invoice review and monitoring
Contract file maintenance
Vendor performance reviews
Contract renewal documentation
Contract close-out

Trainings are developed utilizing guidelines set forth by professional associations and industry
leadership. In Virginia, the Virginia Information Technologies Agency (VITA) 6 and the Virginia Public
Procurement Act (VPPA) 7 provide requirements related to contract management and vendor relationships.
Trainings should be developed to incorporate the standards set forth by both. DTS should identify a
supplementary contract management training that addresses skills and topics discussed in VPPA, as well
“IT Procurement Manual – Chapter 34 – IT Contract Administration,” copyright 2020. Full text of the document available
here: https://www.vita.virginia.gov/media/vitavirginiagov/supply-chain/it-procurement-manual/Chapter-34---IT-ContractAdministration-V7.0-2020-09-16.pdf
7 “Virginia Public Procurement Act,” copyright 2020. Full text of the document available here:
https://law.lis.virginia.gov/vacodepopularnames/virginia-public-procurement-act/
6
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as other best practice guidelines for contract management. Subsequently, DTS management should begin
a process of ensuring all its contract managers receive this training to ensure consistent practices are
being performed across the department.
Recommendation 1.3: DTS should identify a supplementary contract management training that
addresses skills and topics discussed in VPPA, as well as other best practice guidelines for contract
management. Subsequently, DTS management should begin a process of systematically training all
contract managers to ensure consistent practices are being performed across the department.

Additional Structure and Guidance are Needed for Ef fective Contract
Management
There are no department policies and procedures for contract management
DTS has not developed specific policies and procedures related to contract management. The County
revised its Contract Administration Policy in 2020 (Appendix B), and the revised policy is included as an
appendix to the County Purchasing Manual. 8 The policy was updated in August 2020 to include the most
recent procedures related to contract management throughout the County. Within the revised policy,
various contract administration procedures are outlined, and responsibilities are defined.

During the audit, the audit team learned that DTS management was not aware of the previous County
Contract Administration Policy. This was due in part to the Purchasing Office’s lack of clarity about the
existence of the policy in its contract management training class; specifically, the former policy was not
referenced in Project Officer (i.e., contract management) training materials that the audit team
reviewed. 9 While this audit does not make formal recommendations to departments outside DTS, it is
worth noting that highlighting the existence of the revised contract administration policy in the Project
Officer training may help improve contract administration in other County departments as well.
The revised policy was distributed by the Purchasing Office to its department purchasing liaisons in
September 2020. However, DTS should extend this distribution. Specifically, DTS management should
review and disseminate the revised policy to all its contract managers to be utilized in the execution of
Recommendation 1.4: DTS management should review and disseminate the revised County Contract
Administration Policy to all contract managers to be utilized in the execution of contract administration
procedures. County guidance should be adhered to by all contract managers and enforced by
department management.

The revised guidelines document does not carry the title Policy, but functions as such in that the guidelines gives expectations
that require compliance. For example, throughout the guidelines actions are characterized with prescriptive terms such as must
or shall. Because the guidelines function as a policy, and to help ease the readability of this audit report, we retain the term
policy when referring to the revised guidelines.
9 In both the old and new Contract Administration policies, contract managers are called Project Officers.
8
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contract administration procedures. County guidance should be adhered to by all contract managers and
enforced by DTS management.
Based on interviews with several DTS contract managers, the audit team noted that DTS staff perform
informal contract management procedures that are not formally documented. This results in inconsistent
procedures being performed by contract managers. Inconsistent and inefficient contract management
procedures heighten the risks of ineffective contract management as well as the occurrence of fraud,
waste, and abuse by contractors. Further, DTS manages specialized technology contracts that may
require additional oversight and guidance for management. Without departmental guidance outlining
how best to manage the various technology contracts, required procedures may be overlooked, or
inconsistently performed, by contract managers. DTS management should develop department-specific
contract management procedures that align with the County’s Contract Administration Policy and best
practices pertaining to the administration of technology contracts. Procedures should adhere to the
overarching County policy, with specific guidance related to the types of contracts managed by the
department. Working with the Purchasing Office would help to implement this recommendation.
Recommendation 1.5: DTS management should develop department-specific contract management
procedures that align with the County’s Contract Administration Policy and best practices pertaining to
the administration of technology contracts. Procedures should adhere to the overarching County policy,
with specific guidance related to the types of contracts managed by the department. Working with the
Purchasing Office would help to implement this recommendation.
Consistency is needed for contract file maintenance
One of the key practices associated with contract management maturity is contract file maintenance.
Through review of contract documentation and discussions with project managers, the audit team
determined that contract documentation is inconsistently maintained. The contents of contract files are left
to the discretion of individual contract managers and documentation is not being maintained in line with
County policy, of which multiple contract managers were not aware. The revised contract administration
policy provides minimum requirements for what should be contained in a contract file maintained by
contract managers. For example, each contract file should contain the contract and any updates; all
correspondence related to the contract; inspections, records, memos, and notes of conversations with the
associated vendor; invoices and vouchers; supporting documentation; and travel reports. The Contract
Administration Policy contains a full list of required elements for the contract file.

Lack of standardized contract file maintenance inhibits contract managers from making better strategic
planning and decision-making related to a particular contract. DTS contract managers should review the
County’s Contract Administration Policy and update all contract records to align with the contract file
Recommendation 1.6: DTS contract managers should review the County’s Contract Administration Policy
and update all contract records to align with the contract file requirements outlined. As new contracts
are executed, contract files should be set up and maintained regularly by the assigned contract
manager.
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requirements outlined. As new contracts are executed, contract files should be set up and maintained
regularly by the assigned contract manager.
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FINDING 2 – IMPROVEMENTS ARE NEEDED IN CONTRACT
MANAGEMENT PROCESSES, AND PRISM-RELATED UPGRADES
WOULD HELP
Finding Summary: The PRISM financial system is not designed to support contract management. However,
upgrading PRISM will be a costly and time-consuming effort. In the meantime, to address the limitations
for invoice management within the department, DTS has developed other applications and processes to
assist with contract management. DTS has developed a SharePoint-based site to facilitate multiple
administrative functions, including maintenance of a contract register and approval of invoices issued
against department contracts. While these efforts have been useful, more strengthening of the invoice
processing system is needed as well as creating more regular updates for the DTS contract register.
These changes would improve the effectiveness of contract oversight and likely reduce the risk of fraud,
waste, and abuse. The audit found no indications of fraud in the testing that we report on in this finding.

A More Robust System Could Lead to Enhanced Efficiency and Reduced
Risk of Invoice Processing Errors
The PRISM system currently utilized by the County was first brought in service in 2006, according to
Department of Management and Finance (DMF) management. 10 At that time, many processes were not
automated and certain automated features, such as invoice workflow approval, were not included. As
such, departments rely on manual processes to facilitate key control procedures and documentation is
entered into the system once manual review and approval is obtained. This reliance on manual processes
outside of PRISM leads to a lack of insight for DTS into invoice review conducted in other departments.
Invoice processing conducted by other departments purchasing on DTS contracts could be
improved
DTS staff manage some contracts that are also utilized by other departments County-wide. Such
enterprise-wide technology contracts have been put in place to allow departments to efficiently purchase
goods or services without relying on DTS to obtain and distribute the items to the requesting department.
When making purchases against a DTS contract, other departments may proactively reach out to contract
managers within DTS to discuss the item being purchased and verify it aligns with the purpose of the
contract being utilized. However, outreach to DTS is not formally required and DTS may not be consulted
prior to items being purchased against one of their active contracts. As a result, there is an elevated
likelihood that poorly-supported purchases will be made against a DTS contract, and that DTS would not
be aware until after the fact.

The audit team reviewed a sample of 25 invoices issued against DTS contracts to verify proper alignment
with County policy. Of these invoices, nine of the 25 involved purchases from non-DTS departments. 11
Based on our review, the audit identified the following issues:

10 In April 2021 the County implemented some upgrades to the PRISM system to include enhanced procedures and automated
processes.
11 See the following section for our observations about the 16 other invoices.
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1. Six of the nine invoices selected violated the previous County Contract Administration Policy, which
was in effect when the invoices were reviewed. Specifically, four invoices did not have adequate
supporting documentation. As such, the appropriateness of the goods or services purchased could
not be confirmed. Further, two invoices did not contain evidence of approval from a supervisory
member of the department making the purchase.
2. The remaining three non-DTS invoices selected aligned with the former County Contract
Administration Policy but did not obtain approval from the DTS Finance and Budget Manager.
According to DTS’s informal procedures, all invoices must be approved by the DTS Finance and
Budget Manager prior to being paid, yet there was no evidence that the Finance and Budget
Manager’s approval was obtained for the invoices selected. Because the Finance and Budget
Manager’s approval was present for all other invoices, we conclude that the lack of approval in
these three cases was in part because of the lack of a clear requirement to have DTS be part of
the invoice review process on DTS contracts before an associated invoice is paid.
Based on discussion with DTS management, the department is unable to enforce invoice approval
procedures in other departments and documentation from other departments may be inconsistent.
However, the goods or services purchased with the invoices referenced were obtained utilizing a contract
managed by DTS. This results in a process for which DTS is officially the project officer but does not have
the authority to oversee invoices approval by another department under one of its contracts.
Under the County’s current Contract Administration policy, the project officer should have, at minimum,
invoice payment planning and awareness (see Appendix B, p. 22, Project Officer (PjO) section). To better
implement this requirement, DTS should work in conjunction with the Purchasing Office, and other
departments that issue enterprise-wide contracts, to develop a risk-based set of standard procedures
related to: interdepartmental communication pertaining to enterprise-wide contracts; the management of
those contracts; and invoice processing requirements. Procedures should be included within the County
Contract Administration Policy currently contained in the Purchasing Manual and disseminated to all
departments for implementation. In some cases, the DTS-managed contract may involve numerous
relatively small dollar items. Risk-based standard procedures would consider the amount and volume of
items purchased, as well as other contract administration internal controls, to improve contract
management that involves inter-departmental procedures.
Recommendation 2.1: DTS should work in conjunction with the Purchasing Office, and other departments
that issue enterprise-wide contracts, to develop a risk-based set of standard procedures related to:
interdepartmental communication pertaining to enterprise-wide contracts; the management of those
contracts; and invoice processing requirements. Procedures should be included within the County
Contract Administration Policy currently contained in the Purchasing Manual and disseminated to all
departments for implementation.
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Technical upgrades to PRISM in April 2021 have improved some aspects of invoice processing. These
improvements are welcome, and to strengthen the management of contracts the County would benefit
from upgrading the current PRISM system to include even more contract management functions. While
making the strategic decision to upgrade the PRISM system for contract management purposes is outside
DTS’ control, DTS should work with DMF to bring an automated invoice review and approval process into
the PRISM system or an upgraded financial management system. Automating invoice processing within the
system should substantially reduce the need for manual invoice review and approval to be performed
outside the system. This would reduce the risk of human error due to invoice processing that occurs outside
of DTS and manual processes being performed.
Recommendation 2.2: DTS should work with the Department of Management and Finance to bring an
automated invoice review and approval process into the PRISM system or an upgraded financial
management system.
DTS developed an internal invoice tracking platform, and some deviations from the invoice
approval process were observed
DTS also faces the need to conduct invoice processing outside of PRISM for its own purchases. To
expedite invoice processing, DTS developed a SharePoint site to establish an electronic workflow for
invoice approval. All DTS invoices are routed to the appropriate contract manager(s) and the DTS
Finance and Budget Manager for review and approval. Approved invoices and approvals are routed to
the DTS Accounts Payable Specialist for entry into PRISM and processing. While DTS has implemented
efficiencies, the process could be improved further to reduce manual entry of invoices into PRISM as there
is a heightened risk of manual processing error by one of the parties involved in the invoice process.

The audit team reviewed a sample of 16 DTS invoices issued against DTS contracts to verify proper
invoice processing procedures were performed. The following issues were noted:
1. One of the 16 invoices selected was paid using an incorrect purchase order. DTS has multiple
staff augmentation contracts. For each individual utilized under the contracts, a new purchase
order is issued. This invoice was approved utilizing a purchase order for the incorrect awardee.
2. Two of the 16 invoices selected did not have adequate supporting documentation attached. The
first invoice was for staff augmentation work performed for DTS. The purchase order number
attached within the PRISM system as evidence did not agree to the purchase order number on the
vendor invoice. The second invoice total did not agree to the amount approved for payment
within SharePoint. Additional documentation was obtained by DTS. However, the audit team
concluded the documentation was insufficient in detailing the justification for the difference.
A regularly updated repository of contracts would aid DTS contract management
PRISM does not have a central repository of contracts that can be accessed for reference by individuals
seeking to make a purchase for their respective departments. During the audit the County Purchasing
Office maintained a repository of contracts within OnBase, a file storage application. This audit indicated
that the storage of contracts in OnBase was not widely known. The County also used eVA, the state’s
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procurement marketplace, as a source of a County contract listing. As of May 2021, a list of County
contracts is offered via Vendor Registry on the Purchasing Office’s intranet site.
Instead, DTS maintains a listing of active department contracts within SharePoint. DTS staff refer to this
listing when determining if a new contract needs to be obtained for the purchase of goods or services.
While this listing assists the department, it is not regularly updated and does not include all contracts
listed within OnBase. Lack of a current contract listing increases the risks of employees either violating the
terms of established department contracts or entering into multiple contracts for the same good or
service. DTS should work with the County Purchasing Office to establish a comprehensive listing of active
department contracts to be included on the department SharePoint site. The listing should be updated on
a regular basis to ensure all department contracts are included.
Recommendation 2.3: DTS should work with the County Purchasing Office to establish a comprehensive
listing of active department contracts to be included on the department SharePoint site. The listing
should be updated on a regular basis to ensure all department contracts are included.
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OBJECTIVES, SCOPE, AND METHODOLOGY
Objectives
The initial audit objective of this audit was to assess the effectiveness of contract management processes
within DTS. The audit focused on DTS-wide contract management practices rather than only reviewing
compliance practices for specific contracts. After the planning phase of the audit was complete, fieldwork
audit objectives were developed. The fieldwork audit objectives were to:
1. Evaluate the current contract management procedures within DTS to determine the maturity of the
program and identify areas of improvement.
2. Verify contract managers are appropriately monitoring vendor compliance with contract terms
throughout the life of each contract.
3. Assess contracts to identify the major risks associated with each agreement and determine if
further review of specific contracts/vendors is required.
The third audit objective did not lead to any reportable findings.

Scope
The audit scope focused on contract management processes within DTS as of August 31, 2020. Additional
information was provided by DMF and DTS in November 2020, as part of the report’s technical review.
The audit did not review strategic planning or purchasing processes as described in Figure 1 on page 3
of this audit report.

Methodology
During the audit, the audit team obtained information through numerous interviews of DTS management,
as well as staff responsible for various contract management or purchasing processes. These interviews
also yielded associated supporting documents, and observations conducted via screen-sharing in virtual
interviews. Additionally, the audit team gathered information about contract management training and
countywide guidance from the County’s Purchasing Office.
The audit team viewed contract information maintained by DTS on its self-developed SharePoint site. The
audit team also worked with the DMF to obtain contract, purchase order, and invoice data from PRISM.
The audit team obtained associated invoice support through DTS.
Finally, the audit team obtained a variety of external leading practice information, including best
practices documents from the Virginia Information Technology Agency (VITA), the National Association of
State Procurement Officials, and the Office of Federal Procurement Policy. Further, the team gathered
maturity model information through various publications, notably BearingPoint. 12 The BearingPoint
contract management maturity model was most influential in developing the contract maturity model used
in this report.

12 BearingPoint contract management assessment information can be found here:
https://www.bearingpoint.com/files/Contract_Management_Self_Assessment.pdf.
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ABOUT US
Compliance Statement
The County Auditor conducted this performance audit in accordance with generally accepted government
auditing standards, except for a peer review. 13 Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our audit objectives.

Authority
The County Auditor is appointed by the Arlington County Board under the authority of § 15.2-709.2 of
the Code of Virginia, 1950, as amended. The County Auditor initiated this audit as part of the FY 2020
Annual Audit Work Plan approved by County Board on June 18, 2019.

County Auditor
Chris Horton, Ph.D., CIA, CGAP, CRMA, CCSA, County Auditor
The County Auditor reports to the County Board, independent of management, and is charged with
conducting performance audits of departments, offices, boards, commissions, activities, and programs of
Arlington County that directly or indirectly report, or are accountable, to the County Board. Performance
audits encompass a variety of scopes and objectives, including effectiveness and efficiency, economy,
transparency, internal controls, and compliance.

County Board
Matt De Ferranti, Chair
Katie Cristol, Vice-Chair
Christian Dorsey
Libby Garvey
Takis Karantonis

Audit Committee
Christian Dorsey, Co-chair
Takis Karantonis, Co-chair
Brian Sigritz, Community Member (Fiscal Affairs Advisory Committee representative)
Sonia Salinas, Community Member
John Vihstadt, Community Member
William (Bill) Wiggins, Community Member
Mark Schwartz, County Manager
Maria Meredith, Director, Department of Management and Finance

13

SC&H has undergone peer reviews, but the County Auditor function has not.
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APPENDIX A
Contract Management Maturity Model
The audit team developed the following five-level maturity model from a variety of leading practice
sources. The maturity model is focused on the contract management function for an entire organization,
and therefore treats as the highest level of maturity optimization across an entire organization. Level 4 is
the highest maturity level applicable to a single department. While this audit focused on one County
department, the audit team included Level 5 to help illustrate the importance of a cohesive approach to
contract management across the entirety of County government.
The County Auditor includes this model as a template for DTS as well as any other County department
desiring to develop its contract management maturity.
Maturity
Levels

Maturity Attributes
Contract management is defined for the entire organization. It is seen as a strategic
issue and all departments that utilize contracts are continuously reviewing and
improving upon procedures. Key attributes within an optimized contract management
program are:

Level 5:
Optimized
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• Management leads strategic initiatives
• Contract management responsibilities are clearly defined, and leaders are
identified organization-wide
• All departments utilizing contracts are involved in contract management and the
implementation of organization-wide procedures. Organization-wide policies and
procedures are documented and a focus on continuous improvement is made
throughout the organization.
• Processes are highly standardized organization-wide
• All contracts, contract information, and related documentation are available
centrally
• Contract templates, descriptions, definitions, etc. are available for all contract
types utilized by the organization
• Implemented contract management systems allow for basic functionalities
(electronic storage, reporting, automatic workflows, etc.) and all existing contracts
are stored within the system
• Contract management systems are integrated with all other pertinent organization
systems to foster streamlined procedures
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Maturity
Levels

Maturity Attributes
Contract management systems are integrated and can be used any users across a
department. Processes are documented and systems are integrated to include all
contract management functions. Key attributes within a managed contract management
program are:
•

Level 4:
Managed
(Highest
Level within
a Single
Department)

•
•

•
•
•
•

•

Management supports contract management and it is viewed as a key success
factor
Contract management responsibilities are clearly defined and leaders are
identified within individual departments
Departments with the largest and highest-risk contracts have improved contract
management procedures. Organization-wide rules and control systems are
provided and implemented.
Processes are highly standardized
Department contracts are centrally located
Contract templates, description, definitions, etc. are available for all contract
types utilized by an individual department
Basic contract management functionalities (electronic storage, reporting,
automatic workflows, etc.) are implemented within the system and individual
department contracts are stored within the system
Contract management systems are integrated with all other pertinent
department systems to foster streamlined procedures

Contract management is established with standard processes and approval paths
being defined. A contract management system has been implemented allowing for
centralized storage of contract documentation and monitoring of contracts. Key
attributes within a proactive contract management program are:

Level 3:
Proactive

•
•
•
•
•
•
•

Management supports contract management activities
Contract management responsibilities are defined and leaders are identified
within individual departments
Department has implemented contract management procedures, and
organization-wide rules are partially developed
Processes are implemented within several department units, but not all
Department generally stores contracts centrally
Contract templates, description, definitions, etc. are available for all contract
types utilized by department
Basic contract management functionalities exist, such as electronic storage and
other pertinent contract information
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Maturity
Levels

Maturity Attributes
•

Contract management systems are generally integrated with other pertinent
department systems to foster streamlined procedures

Contract management is preliminarily established in a department with processes
beginning to be defined and key roles and responsibilities of those charged with
monitoring being established. Key attributes within a reactive contract management
program are:

Level 2:
Reactive

•
•
•
•
•
•
•
•

Management is attentive to contract management activities
Contract management responsibilities are defined by individuals managing
contracts within individual departments
The department has begun to consider implementing contract management
procedures. Low-level regulation of processes within the department.
Preliminary thinking has begun regarding standardized processes
Some contracts are stored centrally
Contract templates, description, definitions, etc. are being developed
Basic contract management functionalities might exist
No integration with other systems

Contract management is not a standardized process with minimal monitoring of
contracts. Key attributes within an aware contract management program are:
•
Level 1:

•
•

Aware
•
•
•
•
•
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Management is not aware of, or minimally aware of, contract management
activities
Contract management responsibilities are not defined
Department has not begun to consider implementing contract management
procedures
Department has not thought about process standardization
There is no central storage for contracts
Contract templates, description, definitions, etc. may be available
Basic contract management functionalities are not available
No integration with other systems
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APPENDIX B
Arlington County Purchasing Manual, Appendix E – Contract
Administration
The following pages contain Appendix E of the County Purchasing Manual, which includes the contract
administration requirements for County contract management functions. Appendix E was revised and updated
in 2020 from the previous contract administration policy first approved in 2016.
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APPENDIX C
National Association of State Procurement Officials Best Practices Guide
This best practice guide on the following pages details key attributes of successful contract management
as promulgated by the National Association of State Procurement Officials (NASPO). This guide applies
to both state and local government organizations. 14
The inclusion of this best practice guide is intended to support any Arlington County department wishing
to make improvements in its contract management practices.

14 Note that the best practice guide does not use contract management and contract administration interchangeably. The guide
uses contract administration when discussing monitoring and administrative activities that occur from contract signing through
contract close-out.
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MANAGEMENT RESPONSE
As is required in audits conducted in compliance with generally accepted government auditing standards,
this audit contains a response to the recommendations from the Department of Technology Services (DTS).
This response is contained on the following pages.
For each recommendation, the response shows if DTS management agrees with the recommendation, and
if so, outlines the responsible party and action plan for implementation.
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