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TRANSMITTAL LETTER
April 20, 2018
Mr. Greg Emanuel
Director, Department of Environmental Services
Ms. Maria Meredith
Deputy Director, Department of Management and Finance
Arlington County, Virginia
2100 Clarendon Blvd
Arlington, VA 22201
Pursuant to the contract and related statement of work for Arlington County, Virginia (“the County”), we hereby present the internal audit of the Department of
Environmental Services (“DES”) - Digital Production and Mail Center (“DPMC”). Our report is organized in the following sections:

Executive Summary

This section includes a background summary of the function, the objectives and approach and a detailed description of the
observations noted during this audit. Identified with each observation is the recommended action(s), and management’s corrective
action plan, including the responsible party and estimated completion date.

Background

This section provides an overview of the function within the process and pertinent operational control points and related
compliance requirements.

Objectives and Approach

The internal audit objectives and focus are expanded upon in this section as well as a review of the various phases of our
approach.

Process Maps

This section illustrates process maps, which depict data flow, key control points and any identified gaps.

As described in our objectives and procedures outlined on pages 19 and 20 of this report, the observations noted are based on our analysis of the processes,
documents, records and information provided to us by the County. This internal audit focused on evaluating the soundness of internal control policies to safeguard
assets and on reviewing compliance with County policies. We offer no assurances that schemes or fraudulent activities have not been, or are not currently being
perpetrated by any person within the areas reviewed.
We would like to thank the staff and all those involved in assisting RSM US LLP with this internal audit of DES – Digital Production and Mail Center.
Respectfully Submitted,

RSM US LLP
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EXECUTIVE SUMMARY
Background

Objective and Scope

Within the Department of Environmental Services, the Digital Production and Mail
Center (“DPMC”), established in 1993 as the Print Shop and rebranded to DPMC
during the 1st quarter of FY 2013, manages all print and mail functions critical to
Arlington County daily operations. In FY 2017, DPMC generated over 2.7 million
dollars in revenue through interdepartmental chargebacks, providing services to
County agencies, and $92,000 in external revenue from Arlington Public Schools,
and various local non-profit charities.

The primary objective of this internal audit was to evaluate and
determine if the internal control structure over printing services, contract
compliance, and departmental purchasing is appropriately designed
and operating effectively, within DPMC, to adequately safeguard
County assets.

DPMC provides a wide variety of printing services, such as postcards, letters,
business cards, County Board briefing materials, annual budget books, and full-color
personalized materials. Since DPMC is an in-house function of the County, they are
provided the ability to handle confidential and sensitive documents, as well as
personal data that outside vendors would not have the ability to access. Print jobs
that cannot be produced by the DPMC team are outsourced with the DPMC staff
acting as a liaison between the County and the outside vendor.
Mail services available through DPMC include mail collection and management,
presorting, National Change of Address (“NCOA”) capabilities, as well as
personalization of each piece of mail at no additional cost.
DPMC also manages the County-wide service contract with Xerox Corporation
(“Xerox”). This centralized function has freed up administrative staff within individual
departments that were previously responsible for this function. DPMC monitors all
Xerox devices for service and connectivity on a daily basis, as well as manages
payment of all Xerox invoices.

Procedures included:
• Determine whether DPMC materials are being properly purchased;
• Assess whether the system of internal controls is adequate and
appropriate, for effective contract compliance, with selected
provisions of the photocopier/printer contract as it relates to
payment; and,
• Determine whether the methodology being followed for intraCounty and outside revenue (including invoicing, receipting, and
rate setting) is appropriate and documented, including whether a
formal process exists for analyzing job costs (e.g., labor, materials,
space, etc.).
The scope of the internal audit included transactions between July 1,
2016 and September 30, 2017.

The main goal of the DPMC team is to offer high quality efficient and effective printing
and mail services throughout the County in a timely manner.
Fieldwork was performed November 2017 through March 2018.

Overall Summary / Highlights
The observations identified during our assessment are detailed within the pages that
follow. We have assigned relative risk or value factors to each observation identified.
Risk ratings are the evaluation of the severity of the concern and the potential impact
on the operations of each item. There are many areas of risk to consider in
determining the relative risk rating of an observation, including financial, operational,
and/or compliance, as well as public perception or ‘brand’ risk.

Number of Observations by Risk Rating
(See page 21 for rating definitions)
Internal Audit – Digital Production
and Mail Center

High

Moderate

Low

2

3

-

We would like to thank all Arlington County team members who assisted us throughout this internal audit.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations
Risk Rating
High

Observation

Recommendation

Management’s Response

1. Funds Handling
The Arlington County Funds Handling Policy
establishes uniform procedures to be followed in the
collection, custody, reporting and deposit of funds for
all departments in Arlington County. This policy is in
place to prevent the mishandling of County funds and
to safeguard and protect the County and its employees.
Note: The following observations were identified based
on process walkthroughs with the DPMC Manager and
Accounting Technician. Funds Handling was not
included as part of our detailed testing scope. The
majority of all orders fulfilled by the DPMC are for intracounty customers, therefore no funds are handled.
Only in instances of ‘external customers’, roughly 2 or
3 entities (ex. Schools), are funds collected by check
received by mail. A total of $153,268.29 of external
revenue in the form of checks was collected during the
in-scope period.
The DPMC Manager and Accounting Technician were
not aware of County-wide funds handling policies and
procedures, citing that they were not notified nor
trained on the funds handling requirements.
Identified County Funds Handling Policy exceptions
include:

We recommend the following:
•
•

•

Funds handling requirements included in
the County’s Funds Handling Policy be
followed without exception.
If any requirements are deemed
unnecessary or unreasonable for DPMC
to follow given the structure and size of
the operation, a memorandum should be
created outlining exceptions to the
policy. The memorandum should be
approved by the appropriate parties,
including
the
Department
of
Management and Finance, and retained.
Given the policy exceptions identified, a
funds handling cycle audit should be
performed within DPMC.

Response:
1(A). Segregation of Duties:
The
segregation of duties is divided between
the DPMC Manager and the Accounting
Technician so that no one has all of the
funds handling responsibilities.
The
DPMC
Manager
and
Accounting
Technician agree that compliance with the
County policy is paramount and both took
steps to comply once they were made
aware of the requirements. Currently the
DPMC Manager opens all mail, then date
and time stamps the mail, and then
recorded all checks in a check log. All
checks are hand delivered immediately to
the Accounting Technician for review,
followed by entering and depositing. This
always occurs on the same day that
checks are received.
1 (B). Reconciliations: The
recommendation for monthly reconciliation
was accepted and implemented
immediately.

A). Segregation of Duties: The County’s Funds
Handling Policy under Segregation of Duties states,
"The funds collection points must maintain clear
separation of duties. An individual should not have
responsibility for more than one of the following cash
handling
components;
collecting,
depositing,
disbursement, and reconciling."
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

1. Funds Handling (continued)
"Ensure there is a system of checks and balances in place so that no one
employee is allowed to complete related steps in a process from beginning to
end."
"If staffing is not sufficient to allow separation of duties, there should be regular
over-sight by another employee."
We noted the following exceptions related to segregation of duties:
•

•

DPMC does not maintain clear separation of duties as the Accounting
Technician performs the collecting, recording, and depositing as it relates to
funds handling, with no 'regular over-sight by another employee’. The DPMC
Manager receives the check, does not record it as received, and hand-delivers
it to the Accounting Technician. In certain instances, the Accounting
Technician receives checks directly.
Additionally, there is no reconciliation between the General Ledger and the
Cash Receipt Input Forms (“CRIF”) which are memos stating funds collected,
including deposit supporting documentation.

B). Reconciliations: The County’s Funds Handling Policy under Balancing and
Reconciliation states “All funds received must be reconciled to the amount
recorded in PRISM monthly, before the general fund closes for the month.”
We noted that there is no monthly reconciliation of funds received, including
orders per DSF and PrintSmith, to the amount recorded in PRISM as required by
the County Funds Handling Policy.

Response (continued):
1 (C). Funds Received in Person: The DPMC
Manager will purchase a stamp and begin
stamping the back of each check prior to
delivering it to Accounting Technician. The
Treasurer’s Office representative indicated that
the use of a check log should be instituted and
this suggestion has been implemented, as
mentioned in 1 (A).
1 (D). Safeguarding of Assets: An exemption
to the installation of a safe in DPMC was
requested and the County Comptroller
approved this exception. The approval was
based on the low volume of checks (1 -2 check
per month) and the source of the payments -typically from APS or a PTA.

C). Funds Received in Person: The County’s Funds Handling Policy under
Funds Received In Person states “All checks must be endorsed immediately with
a restrictive endorsement stamp indicating “For Deposit Only, Treasurer Arlington
County”, and the receiving department’s name.”
We noted that the receiver of checks does not “immediately stamp the checks
marking "For Deposit Only, Treasurer Arlington County" and the receiving
department’s name.”
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

1. Funds Handling (continued)
D). Safeguarding of Assets: The County’s Funds Handling Policy under
Physical Safeguards and Access to Funds states “During business hours,
all funds received that day must be kept in locked drawers, cash registers,
or the safe. Funds totaling more than $250 in a given day are kept in locked
drawers or register must be moved to the safe. All funds kept overnight
must be moved into a drop safe and locked.”
We noted the following:
•
No drop safe is utilized while storing checks prior to depositing.
•
Checks are received by both the DPMC Manager and Accounting
Technician. The Accounting Technician utilizes a locked drawer
for storing checks overnight, but the DPMC Manager does not.
E). Funds Received Through the Mail: The County’s Funds Handling
Policy under Funds Received Through The Mail states, “All payments
received by mail should be recorded in a transmittal log which should
accompany the deposit. The transmittal log should include the date,
amount of funds received by type (cash, checks, and debit/credit) for each
purpose. This log should be audited by the supervisor at least once a year
to ensure it is getting completed correctly."
"Documentation of funds received through the mail should include the date,
amount of cash received and signatures of the employees counting and
verifying the cash received. A copy of the system receipt generated upon
entering the payment should be maintained, and, in the case of checks
received, a copy of the check should be maintained."
We noted the following:
•
Transmittal logs or other forms of documentation are not utilized
for funds collected by mail;
•
Sign-offs on funds received by mail (employee counting and
employee verifying cash received) are not performed for funds
collected by mail; and
•
Annual audits are not performed for funds collected by mail.

Response (continued):
1 (E). Funds Received Through the Mail: Once
this recommendation was shared, it was
implemented immediately. Note, cash has never
been collected by the DPMC staff.
1 (F). Requirements of Employees Handling
Funds: As a result of the audit, the DPMC
Manager and Accounting Technician were
notified of the required policy and training. They
complied immediately.
In fact, the DPMC
Manager completed the Funds Handling Policy
training and completed the authorization form on
the same day that he was notified.
The
Accounting Technician also quickly completed
the requirements, including the training.
Responsible Party: DPMC Manager, DES
Accounting Technician and DES Finance and
Budget Specialist in Office of the Director
Estimated Completion Date: Completed or
requested an exception, which was approved
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

1. Funds Handling (continued)
F). Requirements of Employees Handling County Funds:
The County’s Funds Handling Policy under Employees Handling
Funds states, “Employees handling funds are required to read
this policy and their department’s funds handling policy, and sign
the Authorization to Handle Funds form. Supervisors should
ensure that these are done by all new employees handling
County funds. Completed Authorization to Handle Funds forms
should be signed by the employee, the Supervisor and the
Department Director and should then be submitted to the County
Comptroller or his/her designee.”
We noted that the DPMC manager as well as the Accounting
Technician did not complete an “Authorization to Handle Funds”
form.
The County’s Funds Handling Policy was established to mitigate
risk and provide guidance to those functions that collect funds.
Non-compliance with the County’s Funds Handling Policy
increases the risk of errors, misappropriation of funds, and other
irregularities. When these instances occur, there is a lower
likelihood that the issues will be identified and corrected in a
timely manner.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Risk Rating
Moderate

Observation

Recommendation

Management’s Response

2. Print Rate Chart
Per discussion with DPMC personnel, an invoice and/or order
confirmation is generated from the printing system of record (Digital
Store Front / PrintSmith) for all submitted print requests. This
document is received by the customer and provides significant detail
about each order, including a breakdown of rates charged for the
requested services and/or products.
In order to confirm that pricing was appropriate per the current rate
chart for DPMC services, we performed testing procedures on sixty
(60) samples of orders submitted during the testing period, noting that
we were not able to agree the prices per the order confirmation to the
DPMC rate chart for twenty-three (23) of the samples to determine if
rates charged were appropriate.
Per follow-up with DPMC management, the discrepancies between
the order confirmation detail and the rate chart were due to the
following:
• The rate chart imbedded into the Digital Store Front/PrintSmith
systems of record does not consistently reflect all attributes
included in the production for certain items/orders. Some item
prices include the standard product rate as well as any
supplementary services required such as cutting, gluing, bindery,
et cetera, combined into one rate.
• If any new items are added to the system due to a special request
by a customer, the rate chart is not updated appropriately. The
current rate chart only reflects base rates. An update to the rate
chart only occurs when there is a change in underlying costs
(employee wages, equipment lease rate, paper costs, etc.).

We recommend the following:

Response: The recommendation

•

to establish a process for
assigning rates to the unique
orders in the Digital Store Front
application (DSF) is a good one;
however, the current version of
the business application – Print
Smith – does not permit this
recommendation
to
be
implemented at this time. If the
anticipated next version of the
Print Smith application can
address this challenge, then this
will be solved. The release date
for Version #10 is scheduled for
the fall of 2018.

•

•

Establish a process for assigning
rates to unique orders that include
services not explicitly detailed on
the rate chart, as well as
subsequently updating the rate
chart to reflect these new services
and rates.
Create and provide more detailed
order confirmations related to
unique orders for services not
explicitly detailed on the rate chart.
If a fixed rate for a product is
applied,
which
includes
supplementary services needed to
complete
the
order,
these
supplementary services should be
detailed out within the order
confirmation.
Update the current rate chart to
include
all
applicable
order
attributes. Additionally, update the
rate chart on a periodic basis to
include any unique items that are
not reflected on the rate chart.

The current rate chart has been
updated as recommended.
Future pricing will be reviewed
periodically, typically every six
months
and
updated
as
necessary to reflect changes.

A complete and up-to-date rate card reduces the risk of inconsistent
and/or inappropriate charges for orders, which increases the risk of
loss of revenue.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

2. Print Rate Chart (continued)
Responsible Party: DPMC team
Estimated Completion Date: Changes to
the print rate chart have been completed.
Unique order pricing in Print Smith and the
DSF cannot be implemented at this time,
without the necessary changes in the
business application – EFI’s Print Smith.
The next release of Print Smith is scheduled
for the fall of 2018 and final adjustments will
be made after the release of Version 10 of
Print Smith.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Risk Rating
High

Observation

Recommendation

Management’s Response

3. Contract Compliance
Effective January 1, 2017, the County implemented a
Contract Administration Policy for all contracts,
regardless of their procurement methodology or
dollar value. The purpose was to define and
implement a standard policy and process for the
administration of contracts and define roles and
responsibilities for County personnel that monitor and
manage contractual relationships.
The County’s Contract Administration Policy requires
all contracts to have a designated Project/Contract
Officer who is responsible for implementing
appropriate Contractor supervision and certify that
the Contractor(s) meet the terms and conditions of
the contract. At a minimum, the Project/Contract
Officer must be involved in the following activities:
1. Contract Administration Planning
2. Post-Award Conferences
3. Purchase Order Issuance
4. Contract Oversight and Surveillance
5. Review, Approval and/or Payment Invoices
6. Monitor of Follow-Up on Non-Compliance
7. Contract Closeout
We selected a sample of seventeen (17) transactions
for testing, five (5) related to “Quick Quote” contracts
and twelve (12) related to five (5) standard contracts,
and noted the following:

We recommend the following:
•

•

•

•
•

Contract compliance requirements
included in the County’s Contract
Administration Policy be followed
without exception.
If the person(s) with responsibility over
contract monitoring differs from who is
identified in the procurement portal or
the contract, at a minimum, the
contract terms should be updated
accordingly.
Update contract language for any
contracts missing a “right to audit” or
comparable clause. This clause
protects the County and allows for
additional vendor oversight.
Given the policy exceptions identified,
a contract compliance cycle audit
should be performed within DPMC.
As Xerox invoices are received, the
invoice reviewer should perform a
reconciliation of production equipment
activity to variable charges included on
the invoice.

Response:
The recommendations have
been accepted and will be implemented.
DPMC now has a designated project manager
and the contract terms should be updated.
Both the DPMC Manager and a financial staff
member in the Director’s Office budget and
finance team are reviewing all invoices,
including Xerox’s, to ensure accurate billing
as recommended.
With regard to the third bullet, the contracts in
question are very dated, so the “right to audit”
clause was not included at the time that it was
issued. DPMC will request that DMF
Purchasing staff evaluate whether an
amendment to the contracts is feasible.

• The DPMC Manager is responsible for and
currently monitoring compliance with applicable
contracts, but is not identified as the
Project/Contract Officer in the contract.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

3. Contract Compliance (continued)
• Two (2) of the five (5) standard contracts did not
include a “right to audit” or comparable clause in the
contract terms.
• DPMC is solely responsible for the administration of
the County’s contract with Xerox, invoices are
provided on a monthly basis for the use of leased
printing equipment. The majority of the monthly
charges are fixed rates, however the “production”
equipment within DPMC is charged variably based on
usage. DPMC is provided activity reports detailing the
usage of all production machines, however a
reconciliation of variable charges per the invoice to
actual activity is not performed. If charges per Xerox
invoices are not validated based on actual activity of
production equipment, the County is at risk of being
over-charged.

Responsible Party: DPMC Manager and DMF
Purchasing Agent
Estimated Completion Date: DPMC staff
implemented the recommended changes. The
Purchasing staff will evaluate the ability to update the
existing contracts with the “right to audit” language.

The County’s Contract Administration Policy was
established to mitigate risk and provide guidance to
those functions that have executed contracts with
vendors. Non-compliance with the County’s Contract
Administration Policy increases the risk of payments to
vendors for goods/services not received, errors,
misappropriation of funds, and other irregularities. When
these instances occur, there is a lower likelihood that the
issues will be identified and corrected in a timely
manner.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Risk Rating
Moderate

Observation

Recommendation

Management’s Response

4. Duplicative Printing Systems
DPMC utilizes two (2) systems, which work simultaneously for
record-keeping, job intake, and invoicing capabilities, Digital
Store Front (“DSF”) and PrintSmith. DSF is a customer facing
portal that is utilized by County personnel that wish to submit
a print request, while PrintSmith works on the back-end to
process orders and is utilized by DPMC personnel as another
means of invoicing, usually for external customers such as
Arlington Public Schools, as well as some internal customers
such as the Commissioner of Revenue.
We reviewed the systems and noted the following:
• DSF has automated functionality and allows for a more
desired control environment from order intake, invoicing
and record-keeping.
• PrintSmith allows users with administrative access to
circumvent the order process. An administrative user has
the ability to submit an order in PrintSmith, perform the
print services, and avoid manually entering the order into
the monthly billing spreadsheet. The monthly billing
spreadsheet is manually uploaded to the General Ledger.
Each of these functions can be performed without
oversight from another user.
In addition, we selected a sample of sixty (60) print orders for
testing, ten (10) from PrintSmith and fifty (50) from DSF, and
noted that three (3) of the ten (10) PrintSmith samples had the
following exceptions related to entry into the monthly billing
spreadsheet:
• One (1) was included in the monthly spreadsheet in two
subsequent months, which was appropriately listed and
billed at $744 in the first and included in the second at $0.
Although, this error did not cause a misstatement of
revenue, the risk is increased due to the duplicative
systems.

We recommend that DPMC utilize DSF for
all customer order entry, including external
customers such as Arlington Public
Schools. The Customer Representative(s)
should submit all manual orders into DSF
instead of PrintSmith to allow for a
centralized and uniform process from
ordering to billing. This would remove the
need to manually enter order information
into the monthly billing spreadsheet and
provide increased transparency and
oversight.

Response:

To clarify Digital Store
Front (DSF) is being used to handle
orders from all internal County
customers, but it is unavailable to
external customers.
Based
on
the
auditors’
recommendation, a DPMC staff
member will now enter the orders
from external customers into DSF for
tracking and billing purposes.

If DPMC chooses to continue using
PrintSmith in addition to DSF for order
entry, we recommend that DPMC perform
a reconciliation of the manual orders
entered into PrintSmith to the monthly
billing spreadsheet to identify inaccurate
entries. This review should be performed
by a different individual then the preparer
of the monthly billing spreadsheet.
Evidence of review and approval should be
retained.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

4. Duplicative Printing Systems (continued)
•

•

One (1) was erroneously entered at $0, while the cost of the
order was $2,772. The appropriate cost of the request was
subsequently included in the General Ledger to appropriately
state revenue.
One (1) did not have the correct order number entered.

Systems that are manual in nature and/or duplicative increase the
potential for inefficiencies in a process, errors, override of internal
controls, and inaccurate allocation of costs.

Responsible Party:

DPMC Manager

Estimated
Completion
Date:
This
recommendation will be implemented as of
August 1, 2018. Responsible Party:
DPMC Manager
Estimated
Completion
Date:
This
recommendation will be implemented as of
August 1, 2018.

12

Internal Audit
Department of Environmental Services – Digital Production and Mail Center
Report Date: April 20, 2018

EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Risk
Rating
Moderate

Observation

Recommendation

Management’s Response

We recommend that re-emphasis of the
County’s Contract Administration Policy
requirements be provided to DPMC staff
and/or identified Project/Contract Officer
responsible for the approval and
payment of invoices.

Response: This recommendation was implemented
immediately. The past practice had been to produce
a cover memo that was dated and signed granting
approval for the payment of the attached invoices.
As a result of the auditor’s recommendations, the
DPMC Manager has changed the approval process,
so that each invoice is approved and signed off
separately for payment each month. The DPMC
Manager turns the invoices over to the Accounting
Technician for review and payment.

5. Invoice Approval and Payment
Per the County’s Contract Administration Policy,
section D Purchase Orders, Invoices and Payments:
• All invoices should be date and time stamped
upon receipt;
• Verify that the Contractor’s invoice(s) comply
with all contractual requirements prior to
approving the invoice for payment;
• Note the Purchase Order number on the invoice.
When an invoice is charged against more than
one Purchase Order, note all of the Purchase
Order numbers and the amount charged against
each; and
• Sign and date the invoice showing final approval
and submit for payment.
Per the County’s Contract Administration Policy,
Section D: Purchase Orders, Invoices and
Payments: “Payment is not required until 30 days
after receipt of an accurate and proper invoice as
determined by the Project Officer. Approve or reject
all invoices as appropriate within this timeframe, or
earlier.”
Additionally, the Code of Virginia, Public
Procurement Act: Section 2.2-4325 “Prompt
Payment of bills by localities” states: “The required
payment date shall be either: (i) the date on which
payment is due under the terms of the contract for
the provision of the goods or services; or (ii) if a date
is not established by contract, not more than fortyfive days after goods or services are received or not
more than forty-five days after the invoice is
rendered, whichever is later.”

If a vendor continually fails to provide
invoices in a timely manner, as required
by contract, the department should
document the delay and notify DMF and
Purchasing to determine next steps, if
necessary.

Explanation: The reason for the 249-day delay in
payment to Xerox was caused by Xerox and their
business practices, not the DPMC Manager. Xerox
was awarded a new County contract for managed
services and there were internal failings by Xerox
staff to issue any invoices for the first 249 days of the
new contract. Invoice requests were made regularly
by DPMC; however, the first Xerox invoice under the
new contract wasn’t received for 229 days. Once it
was received, the invoice was reviewed and paid
promptly within 20 days.
This appears as a
delinquent invoice because it wasn’t properly
documented by the DPMC Manager with an
explanation for the delay in receiving the invoice from
Xerox in PRISM.
With regard to Xerox, they have changed their
business practice and are now emailing invoices
monthly to the DPMC Manager with supporting
documentation.
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EXECUTIVE SUMMARY (CONTINUED)
Detailed Observations (Continued)
Observation

Recommendation

Management’s Response

5. Invoice Approval and Payment (continued)
We selected a sample of forty-two (42) invoices for testing and
noted the following:
• Twelve (12) of the forty-two (42) invoices sampled did not
have evidence of approval.
• Three (3) of the forty-two (42) invoices maintained
appropriate approval, however these approvals were not
made until four (4) days, 104 days, and 248 days following
the invoice due date.
• One (1) of the forty-two (42) invoices was missing a date of
approval.
• Thirty-one (31) of the forty-two (42) invoices sampled were
not stamped when received. Eight (8) of the thirty-one (31)
invoices were paid two (2) to 249 days after the allotted 30
days after receipt.

Responsible Party: DPMC Manager
Estimated Completion Date: Completed

Without appropriate review and approval by the Department
Manager or appropriate designee, invoices may be incorrect, the
purchased goods may have not yet been received prior to
payment, or defective goods may go undetected prior to
payment.
If invoices are not paid in accordance with County policy or Code
of Virginia, Virginia Public Procurement Act, the County is
obligated to pay interest on invoices paid late.
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EXECUTIVE SUMMARY (CONTINUED)
Improvement Opportunity
Improvement Opportunity

Recommendation

Key Performance Indicators
Key Performance Indicators (“KPI”) are measurable values that demonstrate
how effectively a business unit is achieving business objectives. Organizations
are able to utilize KPIs at multiple levels to evaluate their performance and to
facilitate decision making.
Per walkthroughs and follow up interviews with DPMC personnel, we noted the
following:
• DPMC does not currently have established key performance indicators to
monitor performance related to customer satisfaction, DPMC operator
efficiency, or vendor performance.
• Ten (10) percent spoilage was identified as the threshold in which DPMC
attempts to stay below, however this threshold is neither documented nor
monitored. If an acceptable spoilage percentage is not appropriately
monitored, the County may unknowingly incur avoidable costs related to
errors or lack of oversight in production.
Without proper tracking of key performance indicators, it is difficult for the
County and DPMC to quantify the performance of the DPMC operations, as well
as keep vendors accountable for the level of service expected by the County.
Poor performance by both DPMC staff and vendors can have negative
implications on customer service, revenue generated and the DPMC operation
as a whole.

We recommend establishing key performance indicators for each of the
following categories:
• Spoilage (Operator Efficiency) – re-evaluate the current accepted level of
spoilage that is comparable to similar print operations. Additionally, create
a report to capture the total amount of pages that are wasted due to errors
or imperfections. Spoilage levels should be reviewed and approved on a
periodic basis, at least annually. The review and approval should be by
someone of the appropriate level, such as the respective Division / Bureau
Chief.
• Customer Service – begin tracking customer service performance
indicators such as customer disputes and/or complaints, turnaround time
from order entry to delivery, as well as any orders that do not meet the due
date as assigned by the customer.
• Any additional operational measures deemed significant.
These key performance indicators should be reviewed on a periodic (at least
quarterly) basis by DPMC Management and the respective Division/Bureau
Chief, for proper monitoring of DPMC operations and decision making.
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BACKGROUND, OBJECTIVES AND APPROACH
Background
Overview
Within the Department of Environmental Services, the Digital Production and Mail Center, established in 1993 as the Print Shop and rebranded to DPMC during the
1st quarter of FY 2013, manages all print and mail functions critical to Arlington County daily operations. In FY 2017, DPMC generated over $2.8 million in revenue
providing services to County agencies, Arlington Public Schools, and various local non-profit charities.
DPMC provides a wide variety of printing services, such as postcards, letters, business cards, County Board briefing materials, annual budget books, and full-color
personalized materials. Since DPMC is an in-house function of the County, they are provided the ability to handle confidential and sensitive documents, as well as
personnel data that outside vendors would not have the ability to access. Print jobs that cannot be produced by the DPMC team are outsourced with the DPMC staff
acting as a liaison between the County and the outside vendor.
Mail services available through DPMC include mail collection and management, presorting, NCOA address verification capabilities, as well as personalization of
each piece of mail at no additional cost.
DPMC also manages the County-wide service contract with Xerox. This centralized function has freed up administrative staff within individual departments that were
previously responsible for this function. DPMC monitors all Xerox devices for service and connectivity on a daily basis, as well as manages payment of all Xerox
invoices.
The main goal of the DPMC is to offer high quality efficient and effective printing and mail services throughout the County in a timely manner.
Print and Digital Production Services
DPMC provides print services to all Arlington County departments, as well as Arlington Public Schools, Offender Aid and Restoration (“OAR”), and various local nonprofit charities. DPMC utilizes two (2) systems for record-keeping, job intake, and invoicing capabilities, DSF and PrintSmith.
•

•

DSF is a customer facing interface that is utilized by County personnel that wish to submit a print request, while PrintSmith is the backend system for
processing orders and is utilized internally by DPMC personnel to submit print requests on behalf of external customers such as Arlington Public Schools.
DSF has built in capabilities such as automatic email confirmation of orders, as well as the ability for an administrative user to export all submitted orders
within a given time period. These reporting capabilities are utilized in the monthly billing process, and DSF has an automatic interface with the general ledger.
PrintSmith is the backend system for order processing and allows for individuals with administrative access to manually circumvent effective controls currently
in place. An administrative user has the ability to submit an order in PrintSmith, perform the print services, and avoid entering the order into the monthly
billing spreadsheet. Each of these functions can be performed without oversight from another user. PrintSmith’s interface with the general ledger is manual,
requiring a download of the orders into an excel file call “monthly billing spreadsheet”. This file is then uploaded to the general ledger.

The request is sent to the DPMC Operator’s queue to be completed by the requested due date. The produced materials are then either picked up by the customer,
or delivered as requested.
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BACKGROUND, OBJECTIVES AND APPROACH (CONTINUED)
Background (continued)
Print and Digital Production Services (continued)
In addition to the standard printing services, DPMC is able to provide other production services such as bindery and digital and vinyl wide format printing. The bindery
features include, but are not limited to collating, stitching, laminating, perforating, embossing, and coil binding. The digital and vinyl wide format printing services
include color banners, decals, labels, custom signage, and exhibit graphics.
Thirty-one (31) different customers requested print services from July 1, 2016 to September 30, 2017 for 3,186 orders and billed revenue of $804,083. The top ten
departments/customers are illustrated below.

*Per DPMC Business Analyst, the “None” category identifies any orders that were input into DSF or PrintSmith by DPMC Administrators on behalf of a customer.

Quick Quote
On occasion, DPMC is unable to fill print orders due to size or specification of the order. In these cases, the Quick Quote process is utilized. This is an informal
solicitation. The statement of work is posted on eVA (the state of Virginia’s eProcurement Portal) and the lowest bidding party is selected.
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BACKGROUND, OBJECTIVES AND APPROACH (CONTINUED)
Background (continued)
Mail Services
In addition to the printing services that DPMC provides, they also assist in mail postage and circulation throughout the County. Utilizing leased Pitney Bowes
equipment, they are able to apply postage on various pieces of mail at a rapid pace and low cost. DPMC makes two mail pickups during the day at various locations,
one in the morning and the other in the afternoon, to collect mail requiring postage and subsequent delivery to the local Post Office. Additionally, they are able to
assist County departments with any NCOA needs. The County reported $805,692 in mail service/postage expenditures during FY 2017.

Top 10 Departments - Total Charge

Top 10 Departments - Total Pieces of Mail
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BACKGROUND, OBJECTIVES AND APPROACH (CONTINUED)
Objective and Approach
Objective
The primary objective of this internal audit was to evaluate and determine if the internal control structure over printing services, contract compliance, and purchasing
is appropriately designed and operating effectively, within DPMC, to adequately safeguard County assets.
The scope of the audit included transactions from July 1, 2016 through September 30, 2017.
Approach
Our approach to the audit execution consisted of the following phases:
Understanding and Documentation of the Process
During the first phase, we performed the following:
•
•
•
•
•

Conducted interviews with the appropriate representatives to discuss the scope and objectives of the project, obtain preliminary data, and establish working
arrangements;
Obtained copies of financial information and other documents deemed necessary;
Performed walkthroughs of applicable in-scope processes to validate our understanding;
Reviewed the applicable County policies, laws, regulations and documentation; and
Developed process maps, which are included in this report.

Evaluation of the Process and Controls Design and Testing of Operating Effectiveness
The purpose of this phase was to test compliance and internal controls. Our fieldwork testing was conducted utilizing sampling and other audit techniques to
meet our audit objectives outlined above. The audit period for transactional testing included transactions from July 1, 2016 through September 30, 2017.
This phase also consisted of an evaluation of the design and testing of operating effectiveness. In order to achieve the objectives outlined above, testing included
the following:
Purchases and Photocopier/Print Contract
• Tested a sample of purchase transactions for compliance with aspects of the County’s Procurement Policies and Code of Virginia, Virginia Public
Procurement Act and perform attribute testing as such:
o Traced the requisition order to the purchase order (“PO”), quote, invoices, and payment to verify that the proper procedures were performed;
o Reviewed for proper compliance with competitive solicitation requirements if appropriate;
o Agreed contract/agreement terms to the PO; and
o Tested for timeliness of payment per Code of Virginia, Virginia Public Procurement Act.

19

Internal Audit
Department of Environmental Services – Digital Production and Mail Center
Report Date: April 20, 2018

BACKGROUND, OBJECTIVES AND APPROACH (CONTINUED)
Objectives and Approach (continued)
Approach (Continued)
Evaluation of the Process and Controls Design and Testing of Operating Effectiveness (Continued)
• Tested a sample of invoices for the photocopier/printer contract to determine if the supporting documentation agreed to the payment amount and
was mathematically accurate;
• Determined if payment was made in a timely manner and in accordance with the pricing terms of the contract and payments did not exceed amount
authorized;
• Determined whether goods and services received under the contract were properly verified or monitored prior to payment of the invoice;
• Assessed operations for employee misuses of resources; and
• Assessed the overall contract compliance process and controls to determine effectiveness.
Intra-County and Other Revenue
• Assessed the process for pricing determination and related billing/revenue recognition practices;
• Assessed outstanding receivable, including aging thereof;
• Tested a sample of billings; and
• Assessed internal controls (security, usage monitoring, cost allocation, etc.) concerning postage expense and allocation practices.
Reporting
At the conclusion of this audit, we vetted the facts of this internal audit with DES – Digital Production and Mail Center. The draft report was submitted to DES – Digital
Production and Mail Center and DMF for review. An exit meeting was held with DES – Facilities Management and DMF to formally review and discuss the draft
report and modify accordingly. Management’s corrective action plan with estimated completion dates has been provided and included in the report.
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BACKGROUND, OBJECTIVES AND APPROACH (CONTINUED)
Objectives and Approach (continued)
Approach (Continued)
Reporting (Continued)

Observation Risk Rating Definitions
Rating

Explanation

Low

Observation presents a low risk (i.e., impact on financial statements, internal control environment, public
perception / brand, or business operations) to the organization for the topic reviewed and / or is of low
importance to business success / achievement of goals and internal control structure.

Moderate

Observation presents a moderate risk (i.e., impact on financial statements, internal control environment,
public perception / brand, or business operations) to the organization for the topic reviewed and / or is of
moderate importance to business success / achievement of goals and improve its internal control structure.
Action should be in the near term.

High

Observation presents a high risk (i.e., impact on financial statements, internal control environment, public
perception / brand, or business operations) to the organization for the topic reviewed and / or is of high
importance to business success / achievement of goals and improve its internal control structure. Action
should be taken immediately.
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